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II. CLAIM AMENDMENTS 

1. (Currently Amended) A method of ciphering data transmission 
in a radio system, comprising: 

generating a ciphering key; 

producing a ciphering mask in a ciphering algorithm 
using the ciphering key as an input parameter; 

producing ciphering data by applying the ciphering 
mask to plain data; 

using a logical channel specific parameter or a 
transport channel specific parameter as an additional 
input parameter to the ciphering algorithm, 

wherein the logical channel spe cific parameter ios one 
of the following: a Radio A c cess Bearer Identifier, a 

Logical Channel Identifier, a Signaling Link 

Identifier . 

2. (Original) The method as claimed in claim 1, further 
comprising: 
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using the direction of transmission as an additional 
input parameter to the ciphering algorithm. 

3. (Cancelled) 



4. (Currently Amended) The method as claimed in claim 1, a 

Sg. thod — 9l ciphering data transmission in a radio system^ 

comprising; 



generating a ciphering key; 



producing a ciph ering mask in a ciphering algorithm 
using the ciphering key as an input parameter; 



produci ng ciphered data by applying the ciphering mask 
to plain data; 



using a logical channel specific parameter or a 
transport channel specific parameter as an additional 
input parameter to the ciphering algorithm . 



wherein the transport channel specific parameter is a 
Dedicated Channel Identifier. 

(Cancelled) 
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6. (Currently Amended) The method ao claimed in claim 5 A method 
of ciphering data transmission in a radio system, comprising: 

generating a ciphering key; 

producing a ciphering mask in a ciphering algorithm 
using the ciphering key as an input parameter; 

producing ciphered data by applying the ciphering mask 
to plain data_;_ 

using a logical channel specific parameter or a 
transport channel specific parameter as an additional 
input parameter to the ciphering algorithm; 

using a radio frame specific parameter as an 
additional input parameter to the ciphering algorithm;, 

wherein the radio frame specific parameter is a User 
Equipment Frame Number ♦ 

7. (Currently Amended) The method ac - claimed in claim - > , A method 
of ciphering data transmission in a radio system, comprising: 

* 

generating a ciphering key; 
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producing a ciphering mask in a ciphering algorithm 
using the ciphering key as an input parameter; 

producing ciphered data by applying the ciphering mask 
to plain data; 

using a logical channel specific parameter or a 
transport channel speific parameter as an additional 
input parameter to the ciphering algorithm , 

wherein the plain data includes Radio Link Control 
Layer Protocol Data Units from at least two parallel 
logical channels, and for each logical channel an 
individual ciphering mask is produced. 

8. (Original) The method as claimed in claim 7, wherein a 
Radio Link Control Layer Protocol Data Unit of at least one 
logical channel is already ciphered, and the step of producing 
ciphered data is not repeated for said already ciphered Radio 
Link Control Layer Protocol Data Unit. 

9_ (Cancelled) 

10. (Currently Amended) The — method — as — claimed — if* — e- laim — 3r A 

method of ciphering data transmission in a radio system, 
comprising: 
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generating a ciphering key; 

producing a ciphering mask in a ciphering algorithm 
using the ciphering key as an input parameter; 

producing ciphered data by applying the ciphering mask 
to plain data; 

using a logical channel specific parameter or a 
transport channel specific parameter as an additional 
input parameter to the ciphering algorithm , 

wherein the plain data includes at least two 
successive Radio Link Control Layer Protocol Uiiits of 
one logical channel, and for each Radio Link Control 
Layer Protocol Data Unit a different part of the 
ciphering mask is used in producing the ciphered data. 

11. (Currently Amended) : ffee — method — as — claimed — a** — claim 1 A 
method of ciphering data transmission in a radio system, 
comprising: 

generating a ciphering key; 

producing a ciphering mask in a ciphering algorithm 
using the ciphering key as an input parameter; 
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producing ciphered data by applying the ciphering mask 
to plain data; 

using a logical channel specific parameter or a 
transport channel specific parameter as an additional 
input parameter to the ciphering algorithm , 

wherein the plain data includes one Transport Block 
Set including Medium Access Control Layer Protocol 
Data Unite of at least two different logical channels, 
and for each Transport Block Set one ciphering mask is 
used in producing the ciphered data. 

12. (Currently Amended) The method aa claimed in claim 1 A method 
of ciphering data transmission in a radio system, comprising: 

generating a ciphering key; 

producing a ciphering mask in a ciphering algorithm 
using the ciphering key as an input parameter, 

producing ciphered data by applying the ciphering mask 
to plain data; 



7 

PAGE 8(25* RCVO AT 11/12/2004 10:40:21 AM [Eastern Standard Time] * SVR:USPT0-EFXRF-1/5 ■ DNIS:8729306 * CSID: ■ DURATION (mm-ss):04-26 



NOV. 1 2.2004 10:41AM PERMAN & GREEN, LLP NO. 588 P. 9 

using a logical channel specific paramter or a 
transport channel specific parpmeter as an additional 
input parameter to the ciphering algorithm , 

wherein the plain data includes one Transport Block 
Set including a Medium Access Control Layer Protocol 
Data Unit of one logical channel, and for each 
Transport Block Set one ciphering mask is used in 
producing the ciphered data. 

13. - 15. (Cancelled) 

16- (Currently Amended) A user equipment, comprising; 

generating means for generating a ciphering key; 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input parameter ; 

ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 
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the ciphering algorithm uses a logical channel 
specific parameter or transport channel specific 
parameter as an additional input parameter, 

wherein the logic al channel specific parameter is one 
of the following: a Radio Access Bearer Identifier, a 

Logical Channel Identifier. a Signaling Link 

Identifier . 

17. - 18. (Cancelled) 

19. (Currently Amended) The uacr equipment an claimed in claim 
A user equipment, comprising: 

generating means for generating a ciphering key; 

1 ciphering algorithm connected with the generating 

mean£ » for producing a ciphering mask using the 

ciphering key as an input parameter; 



ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 
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the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter , 

wherein the transport channel specific parameter is a 
Dedicated Channel Identifier* 

20 . (Cancelled) 

21. (Currently Amended) The uaer equipment aa — claim in claim 
20 , wherein A user equipment, comprising; 

generating means for generating a ciphering key; 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input parameter; 

ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
I mask to plain data; 

! 
i 

the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter; 
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wherein the ciphering algorithm uses a radio frame 
specific parameter as an additional input parameter, 
and 

the radio frame specific parameter is a User 
Equipment Frame Number, 

22. (Currently Amended) The uocr equipment — as — claimed in claim 
16, - A user equipment, comprising-. 

generating means for generating a ciphering key; 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input parameter; > 

ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 

the ciphering algorithm uses a logical channel 
specific parameter or a transpoirt channel specific 
parameter as an additional input parameter; 

wherein the ciphering means accept plain data 
including Radio Link Control Layer Protocol Data Units 
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from at least two parallel logical channels, and the 
ciphering algorithm produces for each logical channel 
an individual ciphering mask, and the ciphering means 
use for each logical channel the ciphering mask of 
said channel. 

23 . (Previously Presented) The user equipment as claimed in 
claim 22, wherein a Radio Link Control Layer Protocol Data unit 
of at least one logical channel is already ciphered, and the 
ciphering means do not cipher said already ciphered Radio Link 
Control Layer Protocol Data Unit. 



24. (Cancelled) 



25, (Currently Amended) The user equipment aa claimed in claim 
A user equipment, comprising : , 



generating means for generating a ciphering key; 



a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input parameter; 



ciphering means connected with the ciphering algorithm 
for prod ucing ciphered data by applying the ciphering 
mask to plain data; 
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the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter , 

wherein the ciphering means accept plain data 
including at least two successive Radio Link Control 
Layer Protocol Data Iftiits on one logical channel/ and 
the ciphering algorithm produces for said logical 
channel an individual ciphering mask , and the 
ciphering means use for each Radio Link Control Layer 
Protocol Data Unit different part of the ciphering 
mask. 

26, (Currently Amended) S he user equipment ao claimed in claim 
i6- A user equipment, comprising: 

generating means for generating a cip hering key; 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input parameter; 

ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 
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the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter , 

wherein the ciphering means accept plain data 
including one Transport Block Set including Medium 
Access Control Layer Protocol Data Unite of at least 
two different logical channels, and the ciphering 
algorithm produces for each Transport Block Set an 
individual ciphering mask, and the ciphering means use 
for each Transport Block Set one ciphering mask, 

27 ♦ (Currently Amended) The — -roar equipment — as — claimed in claim 
lr$- A user equipment, comprising ; 

generating means for generating a ciphering key; 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input paramter; 

ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 
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the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter , 

wherein the ciphering means accept plain data 
including one Transport Block Set including a Medium 
Access Control Layer Protocol Data Unit on one logical 
channel, and the ciphering algorithm produces for each 
Transport Block Set an individual ciphering mask, and 
the ciphering means use for each Transport Block Set 
one ciphering mask, 

28.- 30- (Cancelled) 

31. (Currently Amended) A radio network subsystem, 

comprising: 

generating means for generating a ciphering key (410) ; 

a ciphering algorithm connected with the generating 

1 means for producing a ciphering mask using the 

i 

| ciphering key as an input parameter; 

| 

! 
j 

ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 
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the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter^ 

wherein the logical channel specific parameter is one 
of the following: a Radio Access Bearer Identifier, a 
Logical Channel Identifier, a Signaling Link 
Identifier. 



32, - 33. (Cancelled) 

34* (Currently Amended) ^Ffee — ipadio not - W€> a s 4 e — g afe a yetcm aa claimed 
in claim 31 A radio network subsystem/ comprising: 

generating means for generating a ciphering key; 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input parameter; 

ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 
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the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter / 

wherein the transport channel specific parameter is a 
Dedicated Channel Identifier. 

35* (Cancelled) 

36. (Currently Amended) ?ho - radio network subsystem eta claimed 
in claim 35/ -wherein A radio network subsystem, comprising: 

generating means f or_,g_enerating a ciphering key; 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input parameter; 

ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 

the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter , 
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wherein the cipher ing algorithm uses a radio frame 
specific paramete r as an additional input parameter. 
and 



the radio frame specific parameter is a User Equipment 
Frame Number. 



37. (Currently Amended) g fro radio, network oubayatiem aa claimed 
in claim 31 - A radio network subsystem, comprising^ 

generating means for generating a ciphering key; 



a ciphe ring algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input parameters- 
ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 

the ci phering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional parameter. 
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wherein the ciphering means accept plain data 
including Radio Link Control Layer Protocol Data Units 
from at least two parallel logical channels, and the 
ciphering algorithm produces for each logical channel 
an individual ciphering mask, and the ciphering means 
use for each logical channel the ciphering mask of 
said channel. 

38* (Previously Presented) The radio network subsystem as 
claimed in claim 37, wherein a Radio Link Control Layer Protocol 
Data Unit of at least one logical channel is already ciphered, 
and the ciphering means do not cipher said already ciphered 
Radio Link Control Layer Protocol Data Unit. 

39. (Cancelled) 

40. (Currently Amended) The radio network guko y otcm ao claimed 
in claim 31 A radio network subsystem, comprising^ 

generating means for generating a cip hering key; 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key an an input parameter; 
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ciphering mean s connected with the ciphering algorithm 
for producing c iphered data by applying the ciphering 
mask to plain data; 

the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter , 

wherein the ciphering means accept plain data 
including at least two successive Radio Link Control 
Layer Protocol Data Units of one logical channel, and 
the ciphering algorithm produces for said logical 
channel an individual ciphering mask, and the 
ciphering means use for each Radio Link Control Layer 
Protocol Data Unit a different part of the ciphering 
mask . 

41. (Currently Amended) The radio network suboyotom ag — claimed 
• in claim 31 A radio network subsystem, comprising: 

generating means for generating a ciphering key; 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input parameter; 
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ciphering means c onnected with the ciphering algorithm 
for producing cipher ed data by applying the ciphering 
mask to plain data? 



the ciphering algorit hm uses a logical channel 

specific parameter or a transport channel specific 
parameter as an additional input parameter . 

wherein the ciphering means accept plain data 
including one Transport Block Set including Medium 
Access Control Layer Protocol Data Units of at least 
two different logical channels, and the ciphering 
algorithm produces for each Transport Block Set an 
individual ciphering mask, and the ciphering means use 
for each Transport Block Set one ciphering mask. 

(Currently Amended) S he- radio network aubgyatcm ao claimed 
4 n claim 31 A radio network subsystem, comprising; 



generating means for generating a ciphering key,- 

2 cipherin g algorithm connected with the generating 

m<3ans for producing a ciphering mask using the 

ciphering key as an input parameter; 
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ciphering means conn e cted with the cipher-jag algorithm 
for producing cipher ed data bv applying the ciphering 
mask to plain data,- 

£M ciphering algorithm uses a logical channel 

specific paramete r or a transport channel specific 
parameter as an additional input parameter . 

wherein the ciphering means accept plain data 
including one Transport Block Set including a Medium 
Access Control Layer Protocol Data Unit of one logical 
channel, and the ciphering algorithm produces for each 
Transport Block Set an individual ciphering mask, and 
the ciphering means use for each Transport Block set 
one ciphering mask. 

43.- 45. (Cancelled) 
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